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Abstract

Democratic elections are the basis of democracy. Allegations of electoral fraud lead to protests and
violent clashes all over the world. In order to avoid such scenes, the electoral system has to be
reliable and transparent. At the same time, voter turnout must be kept high in order to maintain the
will of the people in a representative way. However, the required accessibility and citizens’
convenience often seems to be in conflict with system security. Higher safeguards often comes with
more formalisation and therefore less flexibility for the individual. This article shows how the
German electoral system can be improved, while combining safety standards with citizens’
convenience. For this purpose, significant weaknesses of voting in polling stations, postal vote, the
count of votes and digitalization, especially e-voting are identified. To remedy these weaknesses,
solutions from various European democracies are presented as reform approaches for the German
electoral system.
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1. Introduction

The coincidence of various national and international developments is relevant to the security and
citizens’ convenience of the German electoral system. First: Elections and democracy lead to
conflicts worldwide. Examples from 2018 are the elections in Turkey [13], Zimbabwe [21] and
Russia [22]. A secure and transparent election system can avoid such incidents. Second:
Globalization has changed the lifestyle of German citizens [30]. There are more and more Germans
who have several residences or live abroad [18]. The German suffrage is based on the age, the
nationality and the main residence of the citizens [38]. Therefore, globalization leads to greater
complexity in suffrage. Third: Since the 1970s there has been a trend to declining voter turnout in
political elections in Germany [40]. At the same time, the number of postal voters has been rising
steadily [25]. Fourth: There is a tendency to make narrow majority results. Therefore, even the
manipulation of a few votes can decide on political majorities [28]. Fifth: Accessibility and
citizens’ convenience are increasingly becoming the focus of public action. Long after taking over
administrative tasks in economy, modern information and communication technologies are also
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established by the government. So it is questionable whether the execution of integer election has to
be restricted to a ballpoint pen and paper ballot [27].

2. Voting in polling stations

Voting at polling stations is generally considered to be particularly safe [3]. Although there is a
trend towards an increasing use of postal voting, most German voters still vote in person at polling
stations [16]. For this reason, manipulations could have far-reaching consequences, as the majority
of votes cast could potentially be affected. This gives rise to the investigation of two areas of risk.
On the one hand, the identification of identity in the polling station, on the other hand, problems in
connection with electoral rolls.

2.1. lIdentity and polling station

The current practice in German polling stations is as follows: Before the ballot paper is thrown into
the ballot box, the voter's identity is established by the electoral committee. To do this, it is
sufficient to present the electoral notification and to establish the right to vote in the electoral roll.
The presentation of an official photo ID is generally not required. It is mandatory only, if there are
doubts to the identity of the voter or if the voter doesn’t carry his electoral notification [38].

Although the current practice of identity check meets the spirit of citizens’ convenience, the lack of
a clear identification of each voter leads to a security gap in the German electoral system. The
following scenario points out the importance of unambiguous identification:

Citizen C gives away/sells his election notification to the election fraudster F or F steals the
electoral notification of C. In addition, C and F are assigned to different polling stations. F can
therefore cast one vote at each of two different polling stations - his own polling station and in the
polling station of C.

Case modification:

C and F are assigned to the same polling station of a major city. F first votes with its electoral
notification. Dressed differently, F returns some time later to the same polling station to vote again
with C's election notification.

The case modification points to the changed social framework conditions due to the advancing
urbanization. It is becoming more difficult for the electoral committee to reliably determine the
identity of voters on the basis of the electoral notification [31]. A key recommendation in White and
Johnston's report on electoral fraud in the UK is the introduction of an identity obligation at the
polling station [41]. This approach can easily be transferred to the German system, as every German
who has reached the age of 16 is required to have an identity card [32]. Other official photo IDs
such as a driver’s license or passport also appear to be suitable [41].

The use of biometric identification procedures for voter authentication in polling stations also
represents a considerable reform approach. Biometric recognition methods identify a person based
on unique behavioral and physical characteristics such as fingerprints, handprints, DNA, iris, voice
or handwriting. Unlike other forms of proof of identity, biometric characteristics cannot be
forgotten, lost, copied or stolen. The simultaneous improvement of security and citizens’
convenience as well as the acceleration of the process are considered as advantages of biometric
recognition procedures. Thus, voters would not have to carry an additional ID document with them
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when using this form of authentication. On the other hand, there is the risk that physical
characteristics are not replaceable. If the digital reproductions fall into the wrong hands, extensive
misuse can occur [1].

2.2. Problems with electoral rolls

The electoral roll lists all persons who are eligible to vote in a local authority on Election Day [17].
The accuracy of the electoral register is of decisive importance for the conduct of a tamper-proof
election. As an important control instrument, it should guarantee that only eligible persons are
entitled to vote and that every voter is entitled to vote exactly once. All persons registered in the
electoral roll receive an electoral notification [26]. In Germany, the electoral roll is drawn up ex
officio [10]. For this purpose, the local authorities compile a separate electoral register for each
general electoral district. The local population register serves as the basis [2].

By far the most serious loss of integrity in a voter register is the fact that a voter is listed in several
registers at the same time [38]. This happens particularly due to data transmission errors between
local authorities as a result of relocations. Duplicate entries may already be based on errors in local
population registers [9]. Or may occur after the electoral roll has been drawn up. In this case, the
voter receives several electoral notifications from different local authorities. The affected persons
are thus actively informed of the possibility of double voting. In combination with a large number
of incorrect data sets (around 4.8 million incorrect population registration data, as of 2008), there is
a major security risk [39].

The introduction of a central population register for Germany and the introduction of a nationwide
electoral register could remedy this problem. A central register would store all registration data of
citizens at a central place (e.g. as in Austria at the Federal Ministry of the Interior) [24]. As a result
of centralization, incorrect entries in several population registers would in fact be not possible. As
explained, the electoral register is based on local registration data. Thus, the accuracy of the
registration data takes a key role for the accuracy of the electoral roll.

A nationwide electronic electoral register would also be a solution to be considered. A nationwide
electronic electoral roll is a register that centrally registers all German citizens entitled to vote.
Combined with the use of networked voting computers, the link to the polling station of the home
constituency could also be broken. Voters could then vote at any polling station in Germany.
Adapting the ballot to current mobility behavior would also have a positive effect on the goal of
citizens” convenience and accessibility. Furthermore, the lowering of the percentage of postal votes
and non-voters is seen as a possible opportunity [2]. The problem of double registrations would also
be superfluous, as there would only be one electoral register.

3. Postal vote

At present, postal voting is the only way of voting that is independent of time and place, and for this
reason the most user-friendly form of voting [2]. It is possible for all eligible voters without stating
reasons and is increasingly popular among citizens [8]. As a result of this development, postal votes
can have an increasing influence on the outcome of elections. At the same time, postal voting
involves numerous risks in bridging distances. This makes fraud in postal voting much easier than
voting at the polling station [35].
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3.1. Identity and postal voting

When applying for postal ballot documents, the following points are insufficient for a reliable
identity verification:

- The information requested in the ballot paper proposal (surname, first name, date of birth,
address) represents only a minor hurdle for abusive requests by third parties. In addition, the
accuracy of a power of attorney can hardly be established by the local authority [38].

- Furthermore, § 27 Paragraph 1 BWO assesses the filing of an application by simple e-mail as
equivalent to written form. As a result, e-mail applications without a qualified electronic
signature are accepted. This passage is in competition with § 3 a Paragraph 2 VwVfG
according to which only e-mails with a qualified electronic signature are equivalent to written
form [28]. Concerns about this procedure are the easy falsification of e-mails and the simplicity
of creating e-mail addresses with the data of a voter [4].

- The ballot paper may be sent to an address other than the address of residence or delivered to a
third party. This increases the citizens™ convenience but also the susceptibility to manipulation
[38]. The control notification sent at the same time to the residential address [11] increases the
protection against manipulations only relatively because this only informs the citizen
concerned. The delivery of the election documents by a simple letter to the address of a perhaps
unauthorized person takes place anyway.

In order to counter the shortcomings described above, the formulation of Austrian electoral law
offers a suitable alternative: In Austria it is generally necessary to establish the applicant's identity.
For oral and written applications, the voter must prove his or her identity, for example by presenting
an official photo 1D or passport number. However, there are two exceptions for written applications.
On the one hand, applicants known to the authorities do not have to prove their identity. On the
other hand, the qualified electronic signature acts as proof of identity when an application is
submitted by e-mail. The postal voting documents requested without a qualified electronic signature
are sent by registered letter and must be received in person. Election documents requested with a
qualified electronic signature end up in the applicant's letterbox as a standard letter [23].

3.2. Problems with postal delivery

The postal vote requires the transmission of the ballot letter from the private sphere of the voter to
the ballot box. For this reason, it seems advisable to take a closer look at the weaknesses in the
transmission medium - the postal system [3]. In Germany there is no legal provision for the secure
delivery of postal voting documents. At present, postal voting documents are sent to voters by a
simple letter [28]. The eligible voter bears the risk of loss or delays by post [38]. The confidentiality
and integrity of postal votes may be violated by postal employees. Possible worst case scenarios are
opening and reading the contents of the election letters - vote and voter identity - as well as
changing, throwing away or adding new election letters [3].

A possible reform approach to counter problems with the sending of postal voting documents is the
legal establishment of a secure form of delivery. Here, too, it is worth taking a look at Austrian
electoral law: § 5a Paragraph 8 BPrasWG defines various forms of delivery. As mentioned above,
postal voting documents are generally sent by registered letter. A simple letter is sufficient if the
application has been received in person or by e-mail with a qualified electronic signature.
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Furthermore, the particular risk of manipulation in medical and nursing homes is taken into account
- in the case of nursing home residents, the registered letter must be addressed exclusively to them
and marked like this:" Not to authorized postal representatives™ [6].

In order to increase security when returning election letters, official notes on receipt should be
considered as a reform approach. At present, only election letters that are received late get such a
note [11]. The purpose of the entry note is: Upon request, the voter can obtain information from the
local authority whether his election letter reached the local authority on time. In order to make this
information possible, it would be necessary to compare the ballot paper number printed on the
ballot paper with the ballot paper list [38]. Finally, both or a combination of both reform approaches
have the potential to increase security in the delivery and return of postal voting documents without
resulting in a loss of civic convenience. Under the premise that "care and accuracy have the highest
priority over thrift" [38]°, concerns about administrative and cost issues can be invalidated.

4. Counting

The election must not only be protected against attacks from third parties, but equally important is
protection against election fraud from the inside - namely by the state organizing the election. The
points of attack addressed refer to the counting of votes and the storage of postal votes. Intentional
manipulation of the results presupposes agreement in the election committee in the absence of
election observers at the same time. Under these conditions, the following manipulations are
conceivable: The incorrect intentional assignment of votes to another party or the invalidation of
votes although these would be considered valid. Moreover, the officials responsible for safe keeping
the postal votes could exchange the election envelopes or add new ones. As long as the number of
envelopes added remains smaller than the number of registered postal voters, the risk of discovery
is expected to be low [35].

The described attacks would not cause any irregularities in the checksums of German election
reports. With the focus on the risk of the election committee adding ballot papers, the content of the
election report is insufficient and therefore in need of reform. At present, the election report does
not contain any information on the number of ballots received, used, unused or damaged [29].
Rather, "the local authority [...] hands over official ballot papers in sufficient numbers to the head of
each electoral district before the start of the electoral process” [11].* The inclusion of these fields
could increase transparency and thus meet possible distrust towards the electoral committee [29].

Furthermore, the use of technical means (e-counting) could offer a new perspective for integer
counting. In this way, incorrect interpretations of ballots or unintentional counting errors could be
avoided [7]. E-counting systems have been used in Switzerland’s government practice since 2001.
The Chaos Computer Club has criticized the use of these systems [12]. This raises concerns about a
real quality improvement. In addition, the use of electronic voting devices in Germany is limited by
the Constitutional Court's ruling on voting computers [7].

5. E-Voting

The most important voting channel for electronic voting today is online voting. Voting online is
similar to postal voting, a convenient form of voting for citizens. Like any other voting channel, e-

3 please refer Schreiber, § 36 Rn. 5 e. (My translation, my emphasis)
4 please refer Bundeswahlordnung, § 49 Nummer 3. (My translation, my emphasis)
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voting must comply with the principles of democratic elections [15]. A particular challenge for
information technology is the implementation of the electoral principles of the public and secrecy of
the election.

The decision of the German Constitutional Court in 2009 on the use of voting computers in
parliamentary elections is of great importance for the principle of public. According to the principle
of public, the central steps of electoral action and result determination must be verifiable. Due to
violation of this electoral principle while using voting computers in German parliamentary
elections, the law on the use of voting equipment was declared unconstitutional. Nevertheless, the
ruling of the Constitutional Court does not exclude the use of electronic voting machines [7]. This
fundamental decision on public voting is also of great influence beyond the borders: At the
European level, the Committee of Ministers created the Recommendation CMRec(2017)5 on the
standards of e-voting. This Recommendation establishes verifiability requirements that take into
account the view of the public principle according to German case law.

In its Recommendation, the Council of Europe proposes review mechanisms in the sense of end-to-
end verifiability for the implementation of the principle of the public [14]. The end-to-end
verifiability is a security mechanism through which the voter can follow the complete path of his
vote (casting of vote - transfer of vote - storage of vote - counting of votes) [3]. In the same way,
the anonymization of voter identity by means of information technology is of eminent importance
for the protection of electoral secrecy. Accordingly, the e-voting procedure - in particular the
counting - must be designed in such a way that no connection between the unencrypted vote and the
voter can be reconstructed [15]. In order to meet this requirement, anonymization must take place
before the vote is cast. Nevertheless, technical security measures are not sufficient for system
security. Secure e-voting systems can only be created through the interaction of technical and
organizational safeguards [33]. However, a remaining risk for system security can never be ruled
out [38]. Whether this remaining risk is acceptable is a political question [34].

A particular problem for the reintroduction of e-voting in Germany is the rare use of the electronic
functions of the identity card. The online ID card function (elD function) of the Identity card allows
citizens to identify themselves safely on the Internet [5]. The reliable identification of voters on the
Internet is a basic requirement for online elections. In the absence of a reliable identification on the
Internet, online voting would not have been an option for two-thirds of Germans eligible to vote in
2015 [20]. This limits the potential of e-voting enormously.

5.1. Evaluation in the context of postal voting

As described for postal voting, bridging distances involves numerous risks. Online voting and
postal voting are both forms of remote voting. Finally, it has to be assessed whether online voting
could be an alternative to postal voting for the German electoral system. For evaluation, the most
critical electoral law principles for distance voting will be used: The protection of electoral secrecy
and the guarantee of principle of public.

As with postal voting, the voter is responsible for a secret, personal and uninfluenced vote in online
voting. Both forms of voting are outside the control of the electoral committee and the public

[3]. Online voting could offer new opportunities for protecting electoral secrecy. For example, the
Estonian online voting software allows voters to overwrite their votes as often as they like until the
end of the voting period. Only the last vote is included in the election result [19]. This seems a
suitable measure to counter undue influence, as the voter can change the vote content at any time.
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Furthermore, the online election could offer a new perspective for the public principle. In postal
voting, the voter is currently unable to understand what happens to his or her vote after sending the
ballot letter. This is not the case with online voting: individual verifiability allows voters to verify
that their votes have been entered correctly in the ballot box [3]. The universal verifiability enables
interested persons to observe the correct counting from their home computer without being
restricted to a single polling station [36].

The end-to-end verifiability makes the entire voting process reproducible and enables complete
error tracking. Independent of the cryptographic methods used, the greatest information technology
skill lies in transferring this mathematical-cryptographic evidences into a form that is
comprehensible to the citizen [37]. In spite of the strengths shown, it remains to be taken into
account: A careful evaluation of existing threats in online elections is essential and at the same time
extremely difficult. Manipulations could expand largelyin online elections. In postal voting, this
risk is considerably limited by the decentralized structure of the postal voting districts [3].

6. Conclusion

The agreement of both objectives, protection against manipulation on the one hand and citizen
convenience on the other, is of central importance for the quality of an electoral system. Protection
against possible fraud makes an important contribution to the legitimation of political decisions. It
ensures that citizens have the necessary confidence in democracy. An equally important part is the
system's civic convenience. With the key words comfort, accessibility and comprehensibility, the
component of citizen convenience ensures a high participation rate.

As the article shows, improving protection against possible manipulation contradict the objective of
citizen convenience in many fields. Conversely, improvements in citizen convenience often lead to
lower security against manipulation. In order to combine these often competing aims, it is necessary
to make an appropriate assessment in each field. Only in this way a suitable balance can be found
for the entire system.
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