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Abstract 

The coordinated Denial of Service attacks in Estonia 2007, the successful hacker attacks against 

the German Bundestag 2015 and the increasing number of cyber-crimes challenge the European 

Union (EU). In order to overcome these challenges the EU initiated a cyber security strategy in 

2013. This paper follows up the question, whether the measures of this strategy are adequate in 

order to tackle the challenges of the cyberspace in modern times and which improvements can be 

done. The focus will rely on the analysis of the EU’s cyber security strategy 2013 as well as its 

advancement of 2017. The three issues ‘cyber resilience‘, ‘reducing cybercrime’ and ‘cyber defence 

policy and capabilities’ shall be analyzed. The unlimited sphere of the cyberspace, the invisible and 

barely identifiable opponents and the focus on national regulations seem to be an unsolved dilemma 

in the EU. After analyzing the current state, the paper shall formulate future recommendations for 

action to postulate an improved ‘pooling and sharing’ as well as the coordination and involvement 

of existing member states’ cyber capabilities. The devolution of responsibilities regarding cyber 

security to the EU stage is desirable in order to increase the European potency, because a divided 

EU will have great difficulties enforcing its interests over attacking opponents.  

 

1. Introduction 

 
Our world in its globalization process is in constant and ongoing change, which can lead to positive 

and negative outcomes. Never before has it been so easy to share knowledge and interact online on 

a global basis. Each smartphone owner in the EU produces and consumes data. The 

interconnectivity of Europeans grows constantly. Due to digitalization processes everything is more 

and more linked, from cars via military equipment over to power plants. This connectivity allows a 

fast and excessive exchange of data, leading to a higher living standard and prosperous economy. 

However, the growing amount of digital information transactions and the transformation of the 

virtual world not only lead to more options but to more challenges worldwide. [1] The coordinated 

Denial of Service attacks in Estonia 2007, the successful hacker attacks against the German 

Bundestag 2015 and the increasing number of cyber-crimes, challenge the European Union (EU). 

Due to the growing cyber-threat within the EU member states the European Commission was 

determined to outline a Cybersecurity Strategy (CSS) in 2013 with the main objective to guarantee 

the values, norms and principles of the EU on an online level. These premises also maintain in the 

updated version of 2017. Considering the cyber-threats this paper follows up the question, whether 

the measures of the CSS are adequate in order to tackle the challenges of the cyberspace in the 21th 

century and which improvements can be done. Therefore the CSS`s three main focuses, ‘cyber 

resilience’, ‘reducing cybercrime’ and ‘cyber defence policy and capabilities’ shall be analyzed. 

After dissecting the strategy regarding the immanent cyber-threats, the paper shall formulate future 

recommendations for action to increase the European repercussiveness.  
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2. European Measures and Challenges  

 
The EU’s most issued discrepancy is to grant fundamental rights of expression and participation of 

individuals and countries on one side and at the same time to ensure national security. The 

combination of protecting states, businesses and citizens without invading into their freedom of 

rights is the most grievous defiance of cybersecurity on EU level. [2] In order to provide security 

without violating the freedom of rights, the EU focuses on a defensive alignment in its CSS and 

waives offensive measures as “hack backs” against cyber-aggressors.  

 

In the following section the measures and goals of the European CSS regarding the cyber defence 

policy and capability shall be outlined. In another step the question whether the European measures 

are sufficient to tackle the most important challenges of cyber-threats shall be answered. 

 

2.1. Cyber Resilience  

 

Potential targets of hybrid attacks are the vital functions of a state. These include the economy, 

precisely those sectors where dependencies exist, the information and communication systems, in 

particular the cyberspace and the critical infrastructures in the field of finance, energy, health and 

logistics. Thus, the question of whether one's own systems and structures are sufficiently adaptable 

and resistant is becoming increasingly important for all states. The security and full availability of 

critical infrastructures such as water and energy supply is not only a precondition for prosperity, but 

for life and survival at all. [3] 

 

In the security discourse, resilience refers to societies and political systems. Resilience is therefore 

the ability of a community or society to cope, adapt, and recover dangers to which it is exposed and 

its consequences in a timely and effective manner, thus preserving or rapidly restoring vital basic 

structures and basic functions. This means that resilience must be constantly maintained and re-

acquired. [3] In the EU cybersecurity is taken as a cross-sectional task, both in terms of content and 

institution, and lies at the interface of civil and military cooperation as well as internal and external 

security, especially in times of crisis. [4] 

 

The European Commission published a report evaluating the European Network and Information 

Security Agency (ENISA) and a proposal for a regulation establishing an enlarged EU 

cybersecurity agency. [5] The mandate of ENISA under Regulation (EU) 526/2010 expires on 

19.06.2020. [6] In particular, ENISA assists member states in implementing NIS-Directive (EU) 

2016/1148 [7] on measures to ensure a high common level of security of network and information 

systems in the Union. The evaluation identified the resource shortage of ENISA as a key challenge. 

For effective coordination of the various actors in the EU, ENISA should therefore be developed 

into an enlarged EU cybersecurity agency with a permanent mandate, a future 125 staff and an 

annual budget of around € 23 million. [8] In addition, the Commission proposed the introduction of 

a European cyber security certification system for digital products and services. In doing so, 

uniform quality labels comparable to the labeling of foodstuffs should contribute to the 

trustworthiness and safety of consumers. However, according to the Commission’s proposal these 

should initially be distributed only on a voluntary basis. [5] Furthermore the aim is to develop a 

cybersecurity crisis response mechanism. This should be regularly tested in the form of cyber and 

crisis management exercises in the member states. In addition, a European cyber security research 

and competence center will be established to support the development and use of cyber-defence 

technologies. A pilot center is to be built in 2018. [9] Finally, a Cyber Security Emergency Fund 

will be set up in the future to support those member states that have properly implemented all 
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cybersecurity measures required by EU law. The emergency response could be made available to 

the affected member states similar to the EU Civil Protection Mechanism. [10] However, the 

Commission's proposals appear vague and sometimes less substantive. The following problems can 

be identified against this background: In recent years it has become increasingly clear that radically 

decentralized structures and voluntary cooperation are insufficient to effectively protect critical 

infrastructure against cyberattacks. Cybersecurity is increasingly understood as a public good that 

can only be guaranteed through binding legislation. In order to strike a balance between 

decentralized multi-stakeholder approaches and effective legal protection, a precision of the 

understanding of resilience would have been required. The Commission's strategy does not contain 

any comprehensible criteria that could shed light on which instruments should be used in which 

scenarios and why. There is a risk that member states, under the guise of the new CSS, could hide 

negligence on their national responsibilities, on domestic coordination and on the provision of 

financial resources. [11]  

 

While the General Affairs Council, in its November 2017 conclusions on improving cybersecurity 

in Europe [12] welcomed the Commission's proposals, it also pointed out that the main 

responsibility remained with the member states. The Council only assigned a coordinating role to 

the European level and emphasized the need for the complementarity of EU action. This shows that 

the Commission has indeed given promising ideas in its strategy, but without possessing the 

relevant competences in the appropriate fields, it is to be feared that the member states will only 

take note of the ideas without working substantially on needed reforms.  

 

Moreover, institutional fragmentation in cybersecurity still appears to be an unsolved problem. The 

upgrading and expansion of ENISA's role can contribute to the improved standardization and 

security of the cyber infrastructure. Nevertheless, the EU is still a long way from bundling all the 

measures in a single cybersecurity agency: So far, even the role of ENISA vis-à-vis national cyber 

security agencies in the member states has not been sufficiently clarified. In this context, 

institutional fragmentation also means that staff and financial resources are not yet sufficiently 

bundled. In particular, given that IT professionals are difficult to recruit, especially for the public 

sector, it is crucial for cyber resilience that all member states also provide the proposed measures 

with sufficient funding, including the financing of the new network of excellence. [11] 

 

Furthermore, the legal harmonization, which would be essential for increased resilience to 

cyberattacks, is still awaited. [11] The stricter certification of IT products and the verification of the 

private sector by ENISA are in themselves very useful and important. These measures continue to 

be based on the principle of voluntariness. This leaves major structural hurdles in the provision and 

reporting of cyber-attacks. However, with NIS Directive (EU) 2016/1148, significant progress has 

been made in requiring critical infrastructure providers and operators, such as banks, power plants, 

hospitals, water or the Internet, to adopt cybersecurity reforms and related investments. In addition, 

member states are now obliged to set up national reporting systems. [7] The proposal by the 

Commission to introduce product certification only on a voluntary basis does not appear to be 

effective in this context. This could undermine the NIS policy and make new threats easy to play 

due to the lack of legal liability. 

 

2.2. Reducing cybercrime  

 

The increasing information and communication technology, the expanded use of the internet, the 

ability of using mobile devices have not only led to benefits but to an increasing vulnerability 

within the European member states. [13] [10] 
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Referring to the CSS of 2013 “cybercrime commonly refers to a broad range of different criminal 

activities where computers and information systems are involved either as a primary tool or as a 

primary target.” [10] It includes ‘traditional’ violations as fraud or identity theft, content-related 

offenses such as child pornography or racial hatred and attacks towards computers or information 

systems. Cybercrime activities as stealing critical data, economic espionage or hacking into state-

owned information systems became a new threat to all governments and economies worldwide. [10] 

According to the Center for Strategic and International Studies (2014) cybercrime is stated as one of 

the top four economic crimes worldwide. [14] In recent years these activities enlarged and are now a 

growing and profitable industry. [1] Trends flourishing this new industry result from crimes of 

terrorist actors, ransomware, banking and data gains, fraud, manipulation of payments and virtual 

currencies. [15] With this in mind it seems impossible to ensure the needed security level in the 

private and public sector. Member states still play the most important role in maintaining national 

security and protecting individual rights, but to fight cybercrime they cannot act effectively alone. 

Therefore the importance of cooperation is unavoidable. [13] [1] 

 

As the CSS states cybercrimes are increasingly dangerous because they result in high profits and 

mostly have low risks, therefore “cybercrime is a growth industry” [14] which makes it very 

attractive to use for threatening infrastructure, government institutions or individual data security. 

The sources of activities mostly result from criminal, politically motivated, terroristic or state-

sponsored attacks and focus on vulnerable harming in knowledge societies. [15] Invisible and 

barely identifiable enemies are becoming more and more dangerous and raise the difficulties of 

back tracing. [16] [10] The European Cybercrime Centre (EC3) provided an update (2016) on 

recent threats resulting from cybercrime incidents and the Internet Organized Crime Threat 

Assessment (IOCTA) highlights the biggest concerns being ransomware, information-stealing 

malware and banking trojans for EU law enforcement. Cryptocurrencies like Bitcoin have been the 

main choice to use for cybercrime activities and services. Furthermore increasing attacks against 

information systems or phishing campaigns can be reported by EU member states, aiming high 

value targets as key threat against law enforcement and the private sector. Incidents like the Stuxnet 

worm, Flame or the Distributed Denial-of-Service (DDoS) attacks against several Estonian national 

websites show that critical infrastructure can be targeted by viruses and valuable information can be 

collected. In recent years a large number of malware infections within air-gapped control system 

networks, combined with the exploitation of zero-day or security vulnerabilities in software 

programs, got reported across Europe. [17]   

 

The main challenges within the EU are the division of tasks between civil defence, military defence 

and police, the defence against cyberattacks on critical infrastructures, the quantitative detection of 

security threats and how deep state security measures can interfere with individual freedom. [15] As 

one of the main priorities the CSS states the drastic reduction of cybercrime, since there is a high 

need for the right tools to tackle cybercrime actors and networks. In order to reduce cybercrime the 

EU suggests a strong and effective legislation in the EU member states, therefore the Budapest 

Convention2 as a binding international treaty evolved as a framework for the adoption of guidelines 

on national level. Since not all member states have the same abilities to tackle cybercrime with 

effective response, the EU suggests national units as a necessity. Supporting the member states, the 

European Commission identifies gaps and strengthens capabilities to investigate and combat 

cybercrime. Connections shall be drawn between the private sector, research institutions and law 

enforcement to share best practices, new techniques and policy approaches. To reduce cybercrime, 

                                                 

2
 The Budapest Convention of Cybercrime was opened for signature in 2001 and is the most important document on 

cybercrime and electronic evidence.  
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the EU has implemented the CSS to focus on legislation and support borderless cooperation. 

Actions are the facilitation of cross-border access to electronic evidence for criminal investigations 

and legislative activities. It provides analysis, helps with investigations, creates channels for 

information sharing and “serves as a voice for the law enforcement community” [10] for all relevant 

stakeholders fighting against cybercrime. [15] The European Police College (CEPOL) organizes e-

learning and training courses in cooperation with Europol to standardize knowledge and set a 

framework for European exchange. [10] Eurojust intends to assist cooperation at the judicial level 

between legal systems of the EU member states and with third states.  

 

Offline or online, the EU is willing to follow its core principles and values regarding the rule of law 

and fundamental rights. It is difficult to distinguish between transparency, awareness-raising, 

empowerment of individuals and tackling cybercrime acts. [2] [11] To analyze the effectiveness of 

the EU’s policies regarding cybercrime the improvements of the 2017 renewed CSS, institutional 

settings and cooperation between member states on EU level shall be identified. Progress was made 

in the adoption of measures by the member states to combat sexual abuse and exploitation of 

children and child pornography with the amendment of criminal codes, procedures and sectoral 

legislation, coordination of national actors was able to improve. Interpol’s International Child 

Sexual Exploitation (ICSE) database for illegal images is constantly expanding. The cooperation of 

member states became closer with the implementation of the Directive on Attacks against 

information systems and 14 additional states ratified the Budapest Convention since 2013. The EC3 

became the focal point in the fight against cybercrime in which staff and resources rose. In 

cooperation with the EU member states’ law enforcement difficult cases were able to be solved 

more easily. The so called No More Ransom project of the EC3 was adopted to raise awareness and 

enabled citizens to decrypt their ransomed devices for free. Furthermore the cooperation between 

Eurojust and Europol improved since 2013. [18]  

 

The CSS has so far not been effectively enough in increasing online accountability due to lack of 

publicly available and accurate data on registrants of domain names which creates opportunities for 

criminals to hide their activities. Further remaining gaps are mostly in the establishment of 

prevention programs, infrastructure and investment. The number of child sexual abuse images and 

number of traffickers in child pornography have increased (81%), thus, more effective measures are 

required. The EC3 is a good approach for effective cooperation, monitoring and investigations; still 

it lacks staff and resources to be effectively in high-profile cases. [18]  

 

2.3. Cyber Defence Policy and Capabilities 

 

The CSS 2013, the advanced version of 2017 and the Reflection Paper on the Future of European 

Defence acknowledge that the vulnerability of the supply of essential services as healthcare and 

water has risen due to the interconnectedness of the cyberspace. Furthermore the EU stresses the 

fact, that foreign governments outside of the EU abuse cyberspace for surveillance and 

manipulation. In order to tackle the unintended as well as intendent threats to the European 

cybersecurity the CSS focuses on detection, response and recovery. It seeks to improve the 

“synergies between civilian and military approaches in protecting critical cyber assets”. [10] The 

CSS 2013 also gives priority to the information exchange between the EU and the member states as 

well as the risk assessment, awareness raising and the establishment of the cybersecurity. In 

addition, the industry and academia shall be fostered in order to develop and coordinate new 

solutions to reduce the cyber threats. One of the most important measures of the CSS 2013 is the 

use of the “network of NIS competent authorities […] to share information and support. This would 

enable preservation and/or restoration of affected networks and services.” [10] Besides that, the EU 
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mentions that “it is predominantly the task of member states to deal with security challenges in 

cyberspace, this strategy proposes specific actions that can enhance the EU's overall performance.” 

[10] In order to tackle the threat of cyber-attacks as efficient as possible the EU aims to avoid 

duplications and strains to strengthen the international cooperation within the EU-US Working 

group as well as NATO, OECD, UN and further international organizations. The CSS also seeks to 

deter cyberattacks. Consequently, a foreign cyber-attack could lead to the invocation of the EU 

Solidarity Clause, Article 222 of the Treaty on the Functioning of the EU. [10] 

 

The CSS 2017 refines the previous CSS and strengthens the deterrence approach. Thus, in the case 

of a cyber-attack the public authorities are supposed to response fast and effective in order to build 

confidence in the ability to avert a cyber-attack. A deterrence comprises a successful attribution, i.e. 

the detection of a cyber-attack as well as the assignment of it to the aggressor. Therefore, the CSS 

2017 aims to improve the attribution of a cyber-attack with the implementation of IPv6, which shall 

allow an improved identification of a single user and raise the likelihood to detect the aggressor. 

The effectiveness of IPv6 is, however, doubtful, because despite of a wholesale adoption of IPv6 

potential aggressor still would be able to use anonymous proxy servers or TOR browsers to obscure 

their attacks. Moreover, a cross-border cooperation within the EU as well as the establishment of an 

electronic platform to exchange information will accelerate the attribution. In order to tackle the 

fast-evolving cyber threats the CSS also claims the need for an efficiently functioning Computer 

Emergency Response Team. Therefore an EU Cyber Capacity Building Network will have to be 

established, which comprises the EEAS, member states‘ cyber authorities, EU agencies, 

Commission services, academia and civil society. Another aim of the EU is to strengthen the 

CSDP’s ability to tackle cyber threats within the framework of PESCO and the EDF. Apart from 

that, the CSS 2017 also refers to the Reflection Paper on the Future of European Defence. [19] The 

Reflection paper contains three possible kinds of defence integration between the member states. 

The first kind of integration comprises an exchange of information on cyber-threats and attacks, the 

second one aims at a stronger cooperation and the third one seeks a better coordination on 

cybersecurity within the member states. [20]  

 

There are several challenges to the maintenance and development of European cyber security, 

which are mainly addressed by the CSS. The most important challenge of cyber-threat is the 

attribution of attacks. There are further challenges like the protection of less protected critical 

infrastructure on the municipal stage. These challenges shall not be outlined, as the CSS mainly 

concentrates on deterrence. An important condition for a credible deterrence is to detect and 

attribute the aggressor. Without an attribution the enforcement of laws or regulations would be 

unrealistic. [21] The attribution problem can be outlined in an attack against the Iranian nuclear 

enrichment facilities in Natanz, which has suffered the what is probably the most harmful cyber-

attack by the malware Stuxnet. [22] At first the Iranian scientist assumed that the incident was an 

accident. After several weeks the accident was declared as a cyber-attack. By now it is not clear 

whether the USA or Israel was the aggressor. This example shows, how problematic a proper and 

fast attribution is. The detection of a cyber-attack takes averagely 150 – 200 days, the attribution 

itself can take months or even years. An exact attribution requires more information and time, than 

a less accurate attribution. The right for self defence according the UN Charta Article 51, however, 

demands an immediate reaction. Considering the long timeframe of the attribution the delayed 

retaliation measure could be seen as a new aggression. Otherwise a fast and less accurate attribution 

could lead to take measures against the wrong state, which could lead to a political escalation. [23] 

Hereby it is also noteworthy, that the complexity of attribution ease false flag attacks. [21] Thus, a 

credible deterrence requires a fast and proper attribution. Therefore the European decision to 

implement IPv6 is the right step to improve the ability to attribute, but it is also necessary to set up 
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– as the EU also intends – a platform, which fosters data exchange on cyber-threat incidents. This 

platform should seek to provide the actors with data mining techniques and statistical analysis. 

These elements could deliver further information about the aggressor, which raise the degree of 

certainty. Yet, the positive effects of an information exchange, which was prioritized by the CSS 

2013, could be diminished by several problems. Firstly, if a member state shares its information 

about a cyber aggressor, other member states will also postulate further information about the way 

how data was collected and who received it. The receiving member state requires this accurate 

information in order to ensure an exact attribution, but it is very unlikely that the sharing member 

state will provide all these information. [21] Thus, the European member states do not receive all 

required information in order to establish an EU-wide security network as well as grant an effective 

attribution. [4] Secondly, a contextual understanding of the shared data is necessary. The gathered 

information is only useful, if the cyber intelligence experts of a member states are sufficient trained 

to interpret the information as well as the linked digital forensic traits and geo-political factors. 

Finally, it is very expensive to take part in the information gathering. It requires new hardware, 

software and training of new processes. [21] Considering the hard- and software‘s life cycle of two 

to three years, the public sector will always have to be always up to date in order to guarantee a 

successful attribution and deterrence. That means, that the current life cycle of public procured 

devices of five to ten years will have to be reduced. [24]  

 

Unfortunately the EU neither stresses these problems nor suggests possible concrete solutions to it. 

That is why, some recommendations shall be proposed in the next section of this essay. 

 

3. Recommendations for actions 

 
Cyber resilience  

 

The objectives of resilience should be defined more precisely: Is it 'just' about the ability to fend off 

attacks, endure and repair damage, or is there an additional need to build structures such as second 

strike capabilities or new forms of outer defense in order to already be able to reduce the occurrence 

of such attacks and damage? In this context, it would be useful for the Commission to devise a 

definition adapted to the real possibilities of action in form of an European White Paper on cyber 

resilience. With regard to the NIS Directive, which in principle goes in the ‘right’ direction, 

consideration should also be given to including digital SMEs and internet providers. This would 

mean that the definition of critical infrastructure would have to be revised. However, in view of the 

equally high vulnerability of smaller digital companies, they should also be required to provide 

security measures in the general interest. The certification of IT products should be legally binding, 

rather than voluntary, in order for the NIS Directive to be fully effective. In addition, a liability for 

hardware and software manufacturers should be considered. It should also be mentioned that the 

issues arising, such as the required protection profile and the scope of liability, should be discussed 

broadly and openly with all relevant stakeholders. The newly created certification and liability 

framework could put pressure on the world market by compelling non-EU manufacturers to 

implement European regulations in the context of market access. This in turn could lead to 

competitive advantages for European companies in a growing and sustainable industry. [11] 

 

Cybercrime 

 

Since cybercrime is crossing nations and effective law enforcement cannot be limited within state 

borders, the collaboration and cooperation between member states and the EU is essential to 

increase private and public safety “to make the EU's online environment the safest in the world.” 
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[10] To be highly effective in the reduction of cybercrime it is important to avoid institutional 

overlaps, focus on a clear distinction of resources and experts and ensure an appropriate investment 

in infrastructure and capacities. The EC3 shall remain the focal point in order to have a highly 

qualified contact institution for all member states in the field of prevention and investigation. The 

more trust of people and states in political processes of the EU are ensured, the more the system can 

be effective to combat cybercrime. The harmonization and qualification of tools, instruments and 

authorities is therefore essential. [13] To ensure the reduction of cybercrime in the EU, voluntary 

guidelines are not effective enough and it should be in the interest of all member states to cooperate 

and embed recommended guidelines into national law. To avoid monitoring incidents the 

cooperation of law enforcement regarding cybercrime reduction needs binding rules. Further needed 

is the increase in cooperation between Eurojust and Europol to identify challenges and possible 

solutions. [11] There have been proactive progresses in collaboration regarding the Budapest 

Convention. To make measures internationally more effective it would be progressive if 

additionally large countries as Russia, China or India would ratify the Convention. Supplementary 

the Budapest Convention, from 2001, needs to be modernized regarding today’s needs. [25]  

 

Cyber Defence Policy and Capabilities 

 

The EU has to raise awareness for the problems linked to the attribution. The sharing of member 

states’ experiences with the EU would be very helpful to identify cyber-attacks and to attribute 

them correctly. In the short term the EU could create incentives and financial support with the EDF 

in order to tackle the problems with the information sharing. [21] So, the task of the EDF could be 

expanded in order to support member states with a lower defence budget to afford the high expenses 

for hard- and software as well as the cyber-training program for intelligence staff. This would 

strengthen the cyber defence capability of every single member state and hence the defence 

capability of the EU. It would especially make it easier to gather information gathering and data 

analysis. Considering the importance of a comprehensive and profound information and data 

exchange, the EU should aim to build confidence between all member states’ intelligence agencies 

and strengthen the interconnectivity of these agencies. In the long run it would be sensible to 

establish a well-equipped European center for cyber defence, which bundles all necessary 

competences and capabilities in order to fasten the attribution of broad cyberattacks and, in a second 

step, to avert them. Such a center would be especially auxiliary to defend small member states like 

the Baltics, which are not be able to defend themselves. 

 

4. Conclusion 

 
In summary, the European Commission, as part of its renewed CSS, has been fortunate enough to 

acknowledge that cybersecurity issues play an essential role in the security, freedom and prosperity 

of EU citizens in the 21st century. It is therefore to be welcomed when it is suggested to expand the 

public spending in education, training and cutting-edge research in order to be ready for the risks of 

the digital age. The expressed desire for increased European cooperation on cybercrime and cyber 

defence issues is urgently needed. On a positive note, the Commission recognizes that only a 

multidimensional approach involving business and civil society can ensure a sustainable balance 

between security and freedom. In a world that is becoming increasingly complicated, it is crucial for 

the future of Europe to speak with one voice on all crucial issues of internal and external security 

while making the most of the (digital) single market. 

 

At the same time, however, this paper shows that the EU is still a long way from a system of 

standardized procedures, automatic data reconciliation and equivalent cyber resilience rules across 
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all member states. The national governments are still firmly in the grip of action in the central areas 

of foreign and security policy, on the one hand, and domestic and justice policy on the other. There 

is a risk that larger and economically more potent member states will work alone and strengthen 

their cyber resilience and cyber defence capabilities, while smaller and weaker member states lag 

behind. It must be remembered that the EU has a high degree of interdependence due to its single 

market and open borders, so risk assessment is never just about how well one’s own country is set 

up, but about keeping the EU as a whole in mind. As a result, the EU is only as resilient as its least 

resilient member state. 

 

In order for the Commission's efforts to be fruitful, the European treaties would need to be amended 

so that the ordinary legislative procedure is applied to CFSP and CSDP. Finally, the EU would be 

more than just a coordinating layer of diverse national regulations, and could indeed provide for a 

significantly increased level of cyber resilience, a more effective fight against cybercrime and a 

common cyber defence policy with substance. 
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